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Introduction

Within this report, considerations for bias in tech-
nology will be discussed, firstly just an introduction
into the discussion of bias in technologies, then ex-
amples that has been reported on of biases in dif-
ferent fields that | believe to be hugely influential
in bring this to the light of the public. The cause of
biases will be discussed next then this will lead into
proposed strategies to mitigate bias and my own
approach in my research topic.

INTRODUCTION

My research into bias in technology has been exten-
sive, as we now live in a world where machine learn-
ing algorithms are used to automate simple and com-
plex decision-making processes. As this is a huge area
of topic, | will focus on computer models that make
inferences from data about people, their identities and
future behaviours. This will lead on to how organisa-
tions make decision on advertising, criminal sentenc-
ing and hiring to name a few, then talking about how
lawless it is and the measures needed to reduce these
biases.

Firstly, machine learning algorithms which are used in
a range of areas can consume huge volumes of micro-
data that is collected from people and then used to in-
fluence them in a range of tasks from lending from a
high-interest loan to recommendations of tv shows. |
will try to show how bias is systemically creating less
favourable situations to an individual within classified
groups. Also, within this report on bias in technology
I will look at specific cause of bias and best practices
could detect and mitigate them. | want to recommend
some policies that will promote the ethical deployment
of these algorithms and fairness and how different

approaches to bias detection can have an accuracy and
fairness trade-off.

EXAMPLES OF ALGORITHMIC BIASES

Here 1 will discuss several examples that have been
widely reported. Firstly, bias in online ads as founded
by Sweeney that a ‘sample of racially associated
names and finds statistically  significant discrimi-
nation in ad delivery based on searches of
2184 racially associated  personal names’
(Sweeney,2013). Essentially online search queries for
names associated with African Americans were more
likely to be return ads from a service relating to arrest
records. That is not all for bias in online ads targeting
Africans Americans, as she also found that high-inter-
est credit cards were advertised to the user when it was
inferred that the user was African American
(Sweeney, 2014).

Bias in word associations is another area that has been
observed. Researchers found that European names
were associated as more pleasant than those of Afri-
can-Americans, also in this research it found that the
algorithm associated female names more than males
with familial attributes such as ‘wedding’ and ‘family
whereas for career-related words the male names had
a stronger association (Hadhazy, 2017). This algo-
rithm has picked-up existing racial and gender biases
shown by humans and this could have the reinforcing
effect of bias if this learned association was used in a
search-engine algorithm.

Bias in online recruitment, it was found that Amazon
discontinued using recruitment algorithm after it dis-
cover the algorithm displaying gender bias. Within
this report, it states that the algorithms used resumes
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from a 10-year period, but which were predominantly
male and as such the input training data was fed biased
data. This algorithm looked for words relevant to skills
sets and reference from the training data and as such it
downgraded any resumes that contained the word
‘women’ (Dastin 2017).

Bias in facial recognition technology, this bias has a
Netflix documentary discussing this and was hugely
beneficial to understanding what bias in technology is.
However, in this area of algorithm technology it was
found that facial recognition systems from large com-
panies failed to recognize darker-skinned complex-
ions. In this study an error rate of 34.7% for dark-
skinned women was found when trying to recognize
the person. From this it was discovered the training
sets were predominately white males and as such they
were recognized 99% of the time (Hardesty, 2018).

Bias in criminal justice algorithms, probably the most
impactful bias in the list as this algorithm help deter-
mine if some should go to jail. The COMPAS (Cor-
rectional Offender Management Profiling for Alterna-
tive Sanctions) algorithm, is used in court by judges to
infer if the defendant should be detained or released
on bail, however a report found this to be bias towards
African Americans (Angwin, 2016).

CAUSES OF BIAS

| believe there are two main causes that affect all bias
in technologies which are incomplete or unrepresenta-
tive training data and human bias. Firstly, the incom-
plete training data is the data used to train these algo-
rithms as in order to work they need data to infer from.
However, if the data used to train algorithms have
more representation than other groups of people then
this will cause the algorithm to produce biased results.
For examples from the Amazon hiring report, the
training data has a huge representation of white males
and lack of representation for women and from that
the algorithm produced resumes only for males and
excluded women simply because the data it was fed
was biased. Another example of poor training data is
when discussing facial recognition. From the reports
above it was caused by having statistical insignificant
amounts of underrepresented groups such as darker-
skinned faces.

Historical human bias is another cause of bias in tech-
nology. The report of bias in the criminal justice
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algorithms it was found to prejudice towards the Afri-
can Americans group. The algorithm called COMPAS
uses training data from previous records of arrest,
however, as it’s been shown the African American
group historically has been more likely to be arrested
due to racism and or other inequalities with the system
this will be reflected from the training data and as such
cause a biased prediction on the person in question.

PROPOSED SOLUTIONS

I would like to discuss possible strategies to detect
bias, firstly understanding the various causes of bias is
the first step in reduce bias in any algorithm. However
even if there are discovered flaws in the training sets
and they are corrected this could still hamper the re-
sults as context is needed when trying to reduce bias.
All algorithms need to be careful with sensitive infor-
mation because even when the algorithm is blinded
from this sensitive data it can still produce the same
results if this data was used previous in a discrimina-
tory way. This was discovered in a report that high-
lighted that stand in for sensitive data such as zip code
can be infer by the algorithms like proxies for race or
gender (Zarsky, 2015). Another example of algo-
rithms using proxies for sensitive data is when Ama-
zon excluded areas for same-day delivery system.
Their decision was made by several factors that help
with their profitability model but this excluded areas
of poor and predominantly African Americans areas,
which just transferred the proxies of sensitive data to
racial classification (Ingold, 2016).

So even if creating training sets that can represent
groups with sensitive information to prevent discrimi-
natory results, it still can reproduce these results
simply from proxies. So, the next topic tries to read-
dress this issue is creating an algorithm that isn’t al-
ways accuracy but tries to capture some fairness. The
goal is to stop reinforcing inequalities and as such de-
velopers of algorithms need to find context within the
algorithms. This is a hard one to implement as how
can a developer know the cost of societal fairness
when decreasing or increasing accuracies and if one
group gets affected to these changes. One implemen-
tation for the developers is that fixing bugs when max-
imising for accuracy can help and the addition of da-
taset which have underrepresented groups added for
additional training of the algorithms can reduce unfair
results.
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However ethical frameworks are needed to completely
encompass this discussion. In the United states it is the
wild west as there is not all-encompassing legal frame-
work around data, privacy and standards of the use of
Al. In the EU, it has the General Data Protection Reg-
ulation (GDPR), which is a legal framework that sets
guidelines for the collection and processing of per-
sonal information from individuals, which in most
cases can help standardise the use of Al in Europe.
They have also introduced guidelines called ‘Ethics
Guidelines for Trustworthy AI’ which showcases
seven principles: (1) human agency and oversight, (2)
technical robustness and safety, (3) privacy and data
governance, (4) transparency, (5) diversity, non-dis-
crimination and fairness, (6) environmental and soci-
etal well-being, and (7) accountability (EU,2018).
These guidelines set a clear path for the future of Al
in Europe; however, it is not as simple as measuring
fairness in the code but by determining like I said pre-
viously the trade-off between accuracy and fairness
and context of the algorithm and data.

Other considerations for mitigating bias could possi-
ble be self-regulatory practices such as audits for bias
with algorithms, for example Facebook completed a
civil rights audit to find if its handling of issues and
people from protected groups after it was revealed
how it was handling these issues such as content mod-
eration and privacy (Locklear, 2018).

MY APPROACH

From all my research into this area of bias in technol-
ogy, it has help me grasp a better understand into my
research in genetic data and more specifically, the
Analysis of genetic substructure using genome-wide
SNP and essentially from my work | would like to see
how common variations of SNPs can separate races to
geographically locations. | believe bias of race could
be apparent within my data, it has been suggested in a
report that similar data to mine has a white bias and
this could be detrimental if this data were used in Al
assisted medication prescription (Drozda, 2015). This
could have effects on my research as it could be sepa-
rating the white males and females into their geo-
graphical location more than the under-represented
Chinese or Africans. My research is about separating
the common variations of SNPs within different races
so | believe my research is indirectly looking at poten-
tial bias in genomes that future algorithms could abuse
if not regulated correctly. This data is protected by the
European GDPR and looks of the information is
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anonymized to protect these individuals, however if
for example this research was added on into a country
like China and used to marginalize an ethnicity this
could be hugely impactful if abused.
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